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IBM Integration Bus V10 System Administration
WM646 (Classroom)
ZM646 (Self-paced)
Course description
This course gives administrators training on IBM Integration Bus system administration. It is also relevant for IBM Integration Bus developers who also work in an administrative capacity. 

In this course, you learn how to administer IBM Integration Bus on distributed operating systems, such as Windows and AIX, by using the IBM Integration Bus administrative interfaces. These interfaces include the IBM Integration web user interface and the IBM Integration Bus commands. 

The course begins with an overview of IBM Integration Bus. Subsequent topics include initial product installation and maintenance, environment configuration, and basic administrative tasks such as backing up and recovering the environment. You learn about product requirements, securing access to IBM Integration Bus resources and message flows, problem determination and resolution, and performance monitoring and tuning. You also learn techniques for extending the capabilities of IBM Integration Bus. The course also covers the publish/subscribe model and reviews the Java Message Service (JMS) transport protocol and web services. 

In the course lab exercises, you gain hands-on experience with IBM Integration Bus administrative tasks such as managing IBM Integration Bus runtime components, monitoring message flow applications, and configuring security. 
For information about other related courses, visit the IBM Training website:
ibm.com/training
General information
Delivery method
Classroom or self-paced virtual classroom (SPVC)
Course level
ERC 1.0
Product and version
IBM Integration Bus Version 10.0
Audience
This course is designed for IBM Integration Bus administrators and developers who administer IBM Integration Bus.
Learning objectives
After completing this course, you should be able to:
· Install and configure an IBM Integration Bus instance
· Establish, maintain, and manage an integration node 
· Administer IBM Integration Bus components and message flow applications by using the IBM Integration web user interface and command interface
· Configure connectivity to IBM MQ to enable IBM Integration Bus to get messages from, or put messages to, queues on a local or remote queue manager
· Implement IBM Integration Bus administration and message flow security
· Use problem determination aids to diagnose and solve development and runtime errors
· Use the IBM Integration web user interface to generate and display message flow statistics
· Use IBM MQ or MQTT to publish and subscribe to IBM Integration Bus topics
· Implement an IBM Integration Bus global cache to store, reuse, and share data between integration nodes
· Use workload management policies to adjust the processing speed of messages and control the actions that are taken on unresponsive flows and threads
· Use the IBM Integration web user interface and a database to record events and replay messages
· Enable an integration node to connect to a database with ODBC and JDBC
· Configure a Java Message Services (JMS) provider for use with the JMS nodes
· Configure IBM Integration Bus for the secure file transfer protocol (SFTP)
· Find and install IBM Integration Bus SupportPac components
Prerequisites
Before taking this course, you should have hands-on experience with the Windows operating system, and be familiar with basic security practices and protocols such as Secure Socket Layer (SSL) and Lightweight Directory Access Protocol (LDAP). Experience with IBM Integration Bus message flow development and IBM MQ system administration is helpful, but not required.
Duration
5 days
Skill level
Intermediate
	Classroom (ILT) setup requirements

	Processor
	Intel Pentium P.P GHz or faster

	GB RAM
	MM

	GB free disk space
	DD

	Network requirements
	None

	Other requirements
	None


Notes
The following unit and exercise durations are estimates, and might not reflect every class experience. If the course is customized or abbreviated, the duration of unchanged units will probably increase.
This course is an update of the following previous courses:
· WM645 and ZM645, IBM Integration Bus V9.0 System Administration
Course agenda
	Course introduction
Duration: 15 minutes


	Unit 1. IBM Integration Bus overview
Duration: 1 hour

	Overview
	This unit introduces the features and components of IBM Integration Bus. You also learn about IBM Integration Bus application connectivity.

	Learning objectives
	After completing this unit, you should be able to:
· Describe the features and functions of IBM Integration Bus
· Describe the IBM Integration Bus architecture and components
· Identify the IBM Integration Bus operation modes


	Unit 2. Product installation, configuration, and security planning
Duration: 1 hour

	Overview
	This unit describes the installation preparation and procedures for IBM Integration Bus. It also describes the runtime security considerations.

	Learning objectives
	After completing this unit, you should be able to:
· List the prerequisite hardware and software for IBM Integration Bus 
· Explain how to install IBM Integration Bus
· Create integration nodes and integration servers 
· Plan for runtime security


	Exercise 1. Integration node setup and customization
Duration: 30 minutes

	Overview
	In this exercise, you complete the configuration tasks that prepare the IBM Integration Bus environment for use. You also start the IBM Integration web user interface to view the integration node and integration server properties.

	Learning objectives
	After completing this exercise, you should be able to:
· Get build and version information for IBM Integration Bus components
· Verify user authorizations
· Create and verify an integration node and integration server 
· Start the IBM Integration web user interface 


	Unit 3. Connecting to IBM MQ
Duration: 1 hour and 30 minutes

	Overview
	In this unit, you learn about the connectivity and topology options for enabling IBM Integration Bus integration nodes to get messages from or put messages to queues on local or remote IBM MQ queue managers.

	Learning objectives
	After completing this unit, you should be able to:
· Describe the IBM MQ connection options
· Create queue managers and IBM Integration Bus system queues 
· Create an MQEndpoint policy to control connection details at run time
· Use the IBM Integration web user interface to create, retrieve, update, and delete policy documents that are stored in the Integration Registry


	Exercise 2. Connecting to IBM MQ
Duration: 1 hour

	Overview
	In this exercise, you create an IBM MQ queue manager and an IBM Integration Bus integration node that uses the queue manager as a default queue manager. You create a second integration node with the same default queue manager as the first integration node. Finally, you create the IBM Integration Bus system queues on the queue manager and an MQEndpoint policy. 

	Learning objectives
	After completing this exercise, you should be able to:
· Create an integration node that uses a default IBM MQ queue manager
· Share a default IBM MQ queue manager with multiple integration nodes
· Create the IBM Integration Bus system queues on a queue manager
· Create an MQEndpoint policy


	Unit 4. Administration in the IBM Integration Toolkit
Duration: 1 hour

	Overview
	The IBM Integration Toolkit is the IBM Integration Bus development environment. This unit provides an overview of the administrative tasks available to application developers in the IBM Integration Toolkit and provides an overview of the development process.

	Learning objectives
	After completing this unit, you should be able to:
· Explain the function of the IBM Integration Toolkit
· Use the IBM Integration Toolkit BAR File editor to create and modify a BAR file
· Deploy a message flow application and shared libraries
· Use the IBM Integration Toolkit Flow exerciser to test a deployed message flow application


	Exercise 3. Using the IBM Integration Toolkit
Duration: 1 hour

	Overview
	In this exercise, you use the IBM Integration Toolkit to complete basic configuration tasks. You also import, deploy, and test a message flow to learn the administrative tasks available in the development environment.

	Learning objectives
	After completing this exercise, you should be able to:
· Import, deploy, and test a message flow
· Use the BAR file editor to examine the BAR file contents


	Unit 5. Administration basics
Duration: 1 hour and 30 minutes

	Overview
	In this unit, you learn how to use commands, the IBM Integration web user interface, and the IBM Integration API Exerciser to configure and administer the integration node and integration node components. The unit also describes how to back up and restore critical resources.

	Learning objectives
	After completing this unit, you should be able to:
· Use IBM Integration Bus commands, the IBM Integration web user interface, and the IBM Integration API Exerciser to complete basic administration of the integration node, integration server, and message flows
· Use IBM Integration Bus commands and the IBM Integration web user interface to create and modify BAR files and deploy message flow applications 
· Back up and restore critical resources


	Exercise 4. Administering the IBM Integration Bus runtime components
Duration: 1 hour

	Overview
	In this exercise, you use the IBM Integration Bus commands and IBM Integration web user interface to manage IBM Integration Bus runtime components and deploy message flow applications. You also back up and restore the integration node configuration data.

	Learning objectives
	After completing this exercise, you should be able to:
· Administer IBM Integration Bus components by using the IBM Integration Bus commands, IBM Integration web user interface, and IBM Integration API Exerciser
· Deploy IBM Integration Bus message flow applications by using the IBM Integration Bus commands, IBM Integration web user interface, and IBM Integration API Exerciser
· Back up and restore an integration node and its configuration


	Unit 6. Implementing IBM Integration Bus administration security
Duration: 1 hour and 30 minutes

	Overview
	This unit describes how to implement integration node component security and integration node administration security. It also describes how to configure access authority for the IBM Integration web user interface.

	Learning objectives
	After completing this unit, you should be able to:
· Configure integration node administration security to control the authorities that developers and administrators use to complete their specific tasks
· Implement security for the IBM Integration web user interface


	Exercise 5. Using file-based security to control administration access
Duration: 1 hour

	Overview
	In this exercise, you use roles and file-based security to control administration access to the IBM Integration web user interface, integration nodes, integration servers, and message flows.

	Learning objectives
	After completing this exercise, you should be able to:
· Activate administration authority
· Use IBM Integration Bus file-based security to assign permissions for integration nodes, integration servers, and message flows 


	Exercise 6. Using queue-based security to control administration access
Duration: 1 hour

	Overview
	In this exercise, you use the IBM Integration Bus security queues on IBM MQ to set and test IBM Integration Bus access control for the integration nodes, integration servers, and message flows.

	Learning objectives
	After completing this exercise, you should be able to:
· Activate queue-based administration authority
· Use the IBM Integration Bus security queues on IBM MQ to assign permissions for integration nodes, integration servers, and message flows


	Unit 7. Implementing IBM Integration Bus message flow security
Duration: 1 hour

	Overview
	This unit describes how to implement message flow security by using the Lightweight Directory Access Protocol (LDAP) and a WS-Trust V1.3 compliant Security Token Service (STS), such as Tivoli Federated Identity Manager V6.2.

	Learning objectives
	After completing this unit, you should be able to:
· Describe message flow security support in IBM Integration Bus
· Define security profiles for authorization groups
· Use the IBM Integration Toolkit to associate a security profile with a message flow


	Unit 8. Administering web services and web service security
Duration: 1 hour

	Overview
	In this unit, you learn how to administer message flows that use HTTP and SOAP to provide web services. The unit also describes how to implement HTTPS and support Web Services Security (WS-Security).

	Learning objectives
	After completing this unit, you should be able to:
· Describe the implementation of web services in IBM Integration Bus
· Implement Secure Sockets Layer (SSL) on HTTP connections
· Use policy sets and policy set bindings to define and configure WS-Security 


	Exercise 7. Implementing web services and web services security
Duration: 1 hour and 30 minutes

	Overview
	In this exercise, you configure the integration node runtime environment to support web services. You use the supplied tools to set up a web service that can accept information from, or deliver it to, a transport with secure HTTP (HTTPS).

	Learning objectives
	After completing this exercise, you should be able to:
· Configure the integration node HTTP listener
· Implement message flows that provide and use web services 
· Implement a web service message flow application that uses HTTPS for secure transport


	Unit 9. Diagnosing problems
Duration: 1 hour and 30 minutes

	Overview
	This unit introduces the tools and approaches you use for problem diagnosis in IBM Integration Bus.

	Learning objectives
	After completing this unit, you should be able to:
· Predict the location of the message if a runtime error is encountered during message flow processing
· Configure message flows for transactional behavior
· Set the Flow Debug Port for an integration server
· Enable and disable a user trace
· Enable and disable a service trace
· Enable and disable Trace nodes in a message flow
· Diagnose common problems in the IBM Integration Bus environment


	Exercise 8. Using problem diagnosis tools
Duration: 45 minutes

	Overview
	In this exercise, you enable and disable message flow Trace nodes, and use a user trace and service trace to capture runtime information. You also configure and activate an integration server JVM Debug Port.

	Learning objectives
	After completing this exercise, you should be able to:
· Activate a user trace and service trace to capture information
· Administer Trace nodes in a message flow
· Activate the integration server JVM Debug Port


	Exercise 9. Identifying runtime problems
Duration: 1 hour

	Overview
	In the first part of this exercise, you analyze a series of message flows that produce runtime errors and determine where the incoming message is found after the errors occur. In the second part of the exercise, you analyze and correct error situations that involve an IBM Integration Bus integration node that connects to an IBM MQ queue manager.

	Learning objectives
	After completing this exercise, you should be able to:
· Describe the symptoms of runtime and environmental problems
· Isolate a problem to a particular component
· Determine the cause of a problem and correct it


	Unit 10. Monitoring the integration node and message flow performance 
Duration: 1 hour

	Overview
	In this unit, you learn how to collect performance statistics for integration node resources and message flows. You also learn the principles of tuning the integration node environment for optimal performance.

	Learning objectives
	After completing this unit, you should be able to:
· Describe the IBM Integration Bus runtime measurement capabilities
· Use the IBM Integration Bus tools for formatting gathered information, including text output and XML output
· View runtime statistics in the IBM Integration Bus web user interface
· Identify opportunities for improving performance


	Unit 11. Publish/subscribe implementation overview
Duration: 1 hour

	Overview
	In this unit, you learn how to use IBM Integration Bus with IBM MQ and MQTT to implement publish/subscribe messaging.

	Learning objectives
	After completing this unit, you should be able to:
· Manage IBM MQ and IBM Integration Bus publish/subscribe integration
· Manage MQTT and IBM Integration Bus publish/subscribe integration


	Exercise 10. Viewing runtime statistics 
Duration: 1 hour

	Overview
	In this exercise, you enable integration node statistics collection and view the collected statistics with the IBM Integration web user interface. You also create a subscription for the integration node statistics and write them to a queue.

	Learning objectives
	After completing this exercise, you should be able to:
· Enable integration node resource and message flow statistics
· View integration node statistics in the IBM Integration web user interface
· Subscribe to integration node statistics from IBM MQ


	Unit 12. Configuring IBM Integration Bus for high availability
Duration: 1 hour and 30 minutes

	Overview
	In this unit, you learn the basic configurations that take advantage of high availability processing in the IBM Integration Bus environment. The unit includes how to use workload management policies to specify goals for the processing rate of a message flow.

	Learning objectives
	After completing this unit, you should be able to:
· Explain the goals and challenges of developing highly available systems
· Describe how IBM Integration Bus can implement high availability processing
· Use the IBM Integration Bus global cache to store data that you want to reuse and share between integration nodes
· Use workload management policies to adjust the rate at which messages are processed and control the actions that are taken on unresponsive flows and threads


	Exercise 11. Administering workload management policies
Duration: 30 minutes

	Overview
	In this exercise, you use the IBM Integration web interface and IBM Integration commands to create workload management policies. You also attach workload management policies to a message flow.

	Learning objectives
	After completing this exercise, you should be able to:
· Create workload management policies
· Attach a workload management policy to a message flow


	Unit 13. Monitoring, recording, and replaying message flow events
Duration: 1 hour

	Overview
	This unit describes message flow event monitoring and how to create monitoring profiles that you can use to set runtime monitoring options. You also learn how to record event data to a database and use the IBM Integration web user interface to view events and replay messages.

	Learning objectives
	After completing this unit, you should be able to:
· Generate monitoring and audit events from a message flow
· Create an event monitoring profile
· Enable an integration node for recording events and replaying messages
· View event messages in the IBM Integration web user interface
· Replay a message to an IBM MQ queue by using the IBM Integration web interface


	Exercise 12. Recording and replaying message flow data
Duration: 1 hour

	Overview
	In this exercise, you define message flow events and then record them in a database. You also replay messages and capture and report failed events.

	Learning objectives
	After completing this exercise, you should be able to:
· Activate message flow monitoring and store events in a database
· Enable an integration node to connect to a database with ODBC 
· View event messages in the IBM Integration web user interface
· Replay a message to an IBM MQ queue by using the IBM Integration web interface 


	Unit 14. Extending IBM Integration Bus
Duration: 1 hour

	Overview
	In this unit, you learn how to configure the IBM Integration Bus runtime environment to allow message flows to connect to a database, use JMS as a message transport, and read and write files with secure FTP (SFTP). The unit also describes how to use SupportPacs to extend IBM Integration Bus capability.

	Learning objectives
	After completing this unit, you should be able to:
· Enable an integration node to connect to a database with ODBC and JDBC
· Configure a JMS provider for use with the JMS nodes 
· Configure IBM Integration Bus for the Secure File Transfer Protocol (SFTP)
· Find and install IBM Integration Bus SupportPac components


	Unit 15. Course summary
Duration: 30 minutes

	Overview
	This unit summarizes the course and provides information for future study.

	Learning objectives
	After completing this unit, you should be able to:
· Explain how the course met its learning objectives
· Identify other IBM Training courses that are related to this topic
· Access the IBM Training website
· Locate appropriate resources for further study


For more information
To learn more about this course and other related offerings, and to schedule training, visit ibm.com/training
To learn more about validating your technical skills with IBM certification, visit ibm.com/certify
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